SECTION I:  S-2 SECTION GENERAL INFORMATION

1.  MISSION:  The mission of the Intelligence Section is to provide timely, relevant and accurate intelligence to the Battalion Commander, Staff, and Company Commanders of 1st Battalion 27th Infantry "WOLFHOUNDS",  and to oversee operational security to allow the effective application of combat power while reducing uncertainty and risk to the battalion.

2.  MISSION ESSENTIAL TASK LIST   (Reference: ARTEP 34-245-10-DRILL)
-Record Intelligence Information

-Conduct Intelligence Preparation of the Battlefield (IPB)

-Prepare Intelligence Annex to the Operations Order

-Conduct Reconnaissance and Surveillance Planning

-Disseminate Intelligence

(See Annex A for MTP Checklist)

3.  MTOE AUTHORIZATION:

RANK

AOC/MOS
JOB TITLE

PRIMARY DUTY

CPT/O-3
35D

BATTALION S-2
BATTALION S-2

1LT/O-2
35D
 
TAC INTEL OFF
ASST. S-2/BICC OIC

MSG/E-8
11B

S-2 NCOIC

INTEL ANALYST

SGT/E-5
96B

BICC NCO

INTEL ANALYST

SPC/E-4
11B

RTO


INTEL ANALYST

4.  CHAIN OF COMMAND:   
                                                    Battalion S-2    


                                           
      BICC OIC








      S-2 NCOIC





            BICC NCO /RTO

5.  RATING SCHEME:

SOLDIER
RATER
INT RATER

SR RATER

REVIEWER

BN S-2
BN XO
N/A


BN CDR

N/A

BICC OIC
BN S-2
BN XO

BN CDR

N/A

S-2 NCOIC
BN S-2
N/A


BN CDR

BDE CDR

BICC NCO
S-2 NCOIC
N/A


BICC OIC

BN S-2

RTO

S-2 NCOIC (COUNSELOR)

6.  DUTY DESCRIPTIONS:

     A.  BATTALION S-2:  The Commander's primary advisor on intelligence and security.  Primary duty as a staff planner, integrating threat information and intelligence collection procedures into the staff planning sequence. Secondary duty as Battalion Security Manager.  Must receive the 25th Infantry Division inbrief to assume these positions..  Holds overall responsibility for all duties and functions of the S-2 Section.  The S-2 is primarily concerned with directing and coordinating the collection, reporting, and dissemination of combat information and targeting data.  He is responsible to plan and supervise (under the direction of the S-3) reconnaissance and surveillance (R & S), amplifies IPB products received from brigade bases upon the battalion commander’s PIR, and forwards requirements that cannot be collected by the battalion’s assests to the brigade S-2.  The S-2 directly supervises the tactical intelligence officer, who is part of the two man BICC.

     B.  BICC OIC:  Primary duty as the Assistant S-2.  Must be prepared to assume the duties of the S-2 at any time.  Secondary duty as Intelligence Analyst.  Responsible for intelligence collection and dissemination,  and intelligence training for the battalion, to include OPFOR training support.  Also the primary map custodian for 1-27 Infantry.  The battlefield intelligence coordination center is comprised of 2 personnel, the assistant S-2, and the senior intelligence analyst (96B).  The BICC provides combat information and acts as the intelligence resource management element for the battalion.  The BICC assists the S-2 in such tasks as:


*  developing and maintaining the intelligence data base


*  planning and managing the battalion collection effort along with the R & S plan


*  integrating information and intelligence from all sources


*  processing and disseminating intelligence information


*  assisting the S-3 in evaluation of the commands OPSEC posture


*  assisting the S-3 in identifying friendly vulneribilities to enemy intelligence 

    collection systems


*  assisting the S-3 in identifying the type and amount    of OPSEC support 
  
    required

     C.  S-2 NCOIC:  Primary duty as Intelligence Analyst .   Principle advisor to the S-2 on Infantry and NCO/Enlisted matters.  Secondary duty as Battalion Security NCO.  Also maintains and runs the battalion key control program.  First-line supervisor of BICC NCO and RTO.  Serves as section "Platoon Sergeant".  Responsible to establish TOC shifts are being adhered to, and to supervise TOC security that has been tasked by the S-3.

     D.  BICC NCO:  Primary Intelligence Analyst; first-line supervisor for any analysts attached from the brigade S-2 or elsewhere.  Supports the BICC OIC in his duties.  Must be prepared to assume the duties of the BICC OIC at any time.

     E.  RTO:  Primary duty as RTO/analyst.  Secondary duty as Personnel Security Clerk.  Responsible for MOS proficiency as both an 11B and 96B,  and for management of battalion personnel security,  to include processing of security clearance applications, SCI billet nominations, clearance downgrades, derogatory information and access rosters.  Also inprocessing/out-processing of all personnel incoming or outgoing into the battalion S-2 shop. 

7. SUPPORT PERSONNEL.  Each Company in the Battalion is required to appoint one qualified NCO as Company Intelligence Sergeant.  Company Intel Sergeants are responsible for aiding the Company Commander in preparation of company OPORD's; ordering and stockade of maps for the company; maintaining the Company Intel Board; coordinating with the Company Operations Sergeant and the S-2 Section to arrange for intelligence or OPFOR training; coordinating company internal intelligence training; and notifying the S-2 Section of times the company commander will be available to review the "Blackbook", and maintaining an S-2 Memorandum/MOI Reference Book.  Company Intel Sergeants have first priority for OPFOR Weapons Instructor training.

8.  NEW PERSONNEL PROCEDURES:  Immediately upon completion of inprocessing into the S-2 Section, or assuming the position of Company Intelligence Sergeant, new personnel are required to complete the following in order to familiarize themselves with their new responsibilities:

     A.  REFERENCE FAMILIARIZATION: New personnel will become familiar with the following references:














(1)  1-27 Infantry TACSOP


(2)  1-27 S-2 SOP


(3)  FM 34-8


(4)  Commanders Battle Staff Handbook S-2 portion


(5)  1-27 S-2 leader book

     B.  POST FAMILIARIZATION:  New personnel will become familiar with the following points on Schofield Barracks;


(1)  Bde S-2 shop


(2)  G-2 CM&D/ASPS


(3)  TASC


(4)  Schofield Barracks destruction facility 

SECTION II:    MISSION PLANNING
1.  TACTICAL DECISION-MAKING PROCESS.  The TDP sequence produces the Operations Order for a mission conducted by the Battalion or any of its subunits.  The sequence adheres to the 1/3-2/3 rule, providing the staff no more than 1/3 of the available time before mission execution for planning.  There are three variations of the sequence, each corresponding to the amount of time available before mission execution:

     A.  PLANNING VARIATIONS                                        TIME AVAILABLE

                                                               BEFORE EXECUTION      FOR PLANNING


Deliberate                                             Over 72 hrs                       24 hrs .


Compressed                                          24-72 hrs                          8-24 hrs


Abbreviated                                            Less than 24 hrs              1/3 of time

Although the steps of the sequence are always the same (see Para. II-1-C below), the actions taken at each step of the sequence differ among the three variations. (For the specifics of each variation, see Annex B to this SOP).

     B. TIME AVAILABLE. The amount of time available before mission execution is determined by the time of the N-Hour or X-Hour notification.  Normally, the deliberate and compressed planning variations are used after an X-Hour notification; the abbreviated variation is used after a no-notice N-Hour notification. To prevent violations of the 1/3-2/3 rule, the staff will seek to gain as many details of the impending mission as possible after the notification has been issued, and will conduct concurrent planning prior to the 2rd Brigade OPORD. 

     C. S-2 ACTIONS.  The steps of the Staff Planning Sequence and related actions of the S-2 Section are as follows:


(1) Mission Received.  The mission may be from the N+2 Briefing, an X- Hour notification, or the Bde OPORD. At this time IPB begins with the

following actions:

S-2: Study situation; prepare to brief Commanders; begin Event template ASAP.

BICC OIC: Secure and post Bde S-2 R&S overlay; produce Situation Template; conduct initial R&S planning and tasking;  issue WARNORD to R&S assets.

NCOIC: Plot enemy on Situation Template to fighting position level; produce enlarged (blown-up) objective sketch.

BICC NCO: Secure and post Bde operations graphics; conduct terrain analysis; produce MCOO, AA template, LOS overlay; VGT's of each.

RTO: Prepare weather and light data; produce VGT copies of MCOO, AA template, situation template and objective sketch; continue current operations.


(2) Mission Analysis.  S-2 determines intelligence-related specified and implied tasks for the Battalion, with constraints and restraints, and supplies the information to the A/S-3.  (Bde S-2 R&S Matrix is main source for specified tasks.)


(3) Mission Analysis Brief Intel Update.  S-2 briefs initial intelligence update, including as much as possible of the following:

            
(a) General situation.



(b) Terrain analysis:




[1] Detailed objective description




[2] OACOK factors



(c) Enemy strength and weapons systems (to include reinforcing units)



(d) Enemy disposition:




[1] Personnel and vehicle fighting positions




[2] Fire sacks and ambush positions




[3] Screen line and counter-recon positions




[4] Deception positions




[5] Reinforcement positions (w/time phase lines on avenues of approach)




[6] Suspected LP/OP's, CSOP's, recon team positions




[7] Known and suspected obstacle positions; types of obstacles




[8] Artillery positions and range fans by system; fire boxes; forward 


                observer positions




[9] AT positions and range fans by system




[10] ADA positions and range fans by system



(e) Enemy chemical capability (separate overlay; consult CMO):




[1] Types of agents available




[2] Delivery systems




[3] Most likely chem targets (persistent/non-persistent)



(f) Air avenues of approach (with phase lines for fixed & rotary wing aircraft)  (separate overlay; consult ADO)



(g) Most probable enemy COA; most dangerous enemy COA

(4) Restated Mission.


(5) Commander's Guidance.


(6) Intelligence Estimate.  S-2 Section completes IPB; S-2 briefs any updates to the intel situation, described according to the format in Para. II-1-C-(3) above.


(7) Course of Action Development.  S-2 aids COA teams by providing estimate of enemy actions in response to each COA.  Works with Scout Plt Ldr to develop R&S Plan.


(8) War Gaming and Analysis.  S-2 continues to play role of enemy forces.


(9) Course of Action Briefing.  S-2 briefs Commander on his COA preferences                                                                            according to intelligence factor pros and cons.


(10) Commander's Decision and Concept of the Operation.


(11) Further Wargaming and Analysis.


(12) OPORD Preparation.  S-2 Section completes Intel Annex and Intel Estimate. 


(13) OPORD Briefing.  S-2 briefs intel situation. BICC OIC briefs R&S Plan after S-3 portion is complete.


(14) Rock Drill.  The Rock Drill is the Battalion key leaders rehearsal; the S-2 continues to play the role of enemy forces.

2. INTELLIGENCE PREPARATION OF THE BATTLEFIELD (IPB)

     A. GENERAL.  IPB is the core of tactical intelligence work.  It is a continual critical process that must be understood by every member of the section, because it requires a strong team effort.  While the S-2 is involved in staff planning, IPB is what the other members of the section are concentrating on.  IPB must be concentrated on the specific target and time frame of the current mission, including information on the weather, terrain, and enemy expected to be encountered.

     B. PHASES OF IPB.  IPB is conducted in four phases, during each of which specific products are produced:

           
                 PHASE                                                         PRODUCT

(1) Define The Battlefield Environment:   
        Operations Graphics (Bde S-3 product)

                                                                                (Determine AO &AI)

(2) Evaluate The Battlefield's     

               Effects Upon COA's:                            Modified Combined Obstacles Overlay

                                                                              Objective Sketch

                                                                              Lines of Communication Overlay

                                                                              Hydrology Overlay

                                                                              72-hour (min.) Weather ForecastChart

                                                                               Light Data Chart

(3) Evaluate The Threat:                                     Doctrinal Templates

                                                                         Situational Templates  (1 per enemy COA)

(4) Determine Enemy COA's:                    
    Event Template

                                                                          Decision Support Template

     C. PRODUCT CHARACTERISTICS.  The products listed above must each contain certain characteristics to be effectively used.  These characteristics are described below:


(1) Operations Graphics.  The operations graphics obtained from the S-3 Section must show the Battalion's AO, with boundaries and objectives as assigned by the Brigade Commander.


(2) Modified Combined Obstacles Overlay (MCOO).  The MCOO must highlight significant characteristics of the terrain on the map.  It must contain the following:



(a) avenues of approach & mobility corridors



(b) severely restricted and restricted terrain


(c) key terrain


(3) Objective Sketch.  The objective sketch does not have a set content; however, it should be in approx. 1:12,500 scale and as detailed as possible (i.e., in a MOUT environment, it should indicate which buildings have interior walls that would make the use of fragmentation grenades dangerous to friendly troops.)


(4) Lines of Communication Overlay.  Highlights all lines of communication; may be combined with MCOO.  (Produce only if directed or if time permits.)


(5) Line of Sight Overlay.  This overlay uses line-of-sight vectors to indicate visibility into the battalion AO from high ground in the area, or can be used to indicate range restrictions for major weapons systems (TOW).  Desert environments require use of inter-visibility lines.  (Produce only if directed or if time permits).


(6) Hydrology Overlay.  Highlights drainage in the area, clearly distinguishing major water bodies from lesser ones.  It may be combined with the MCOO.  (Produce only if directed or if time permits.)


(7) Weather & Light Data Charts.  The weather and light data charts must show all such data through the dates of the planned mission as a minimum.  The light data chart should also graphically portray the amount of illumination available during the mission, taking into account factors such as fog, cloud cover, etc.


(8) Doctrinal Template, Situational Template & Situation Map.  The Doctrinal Template shows how enemy units would deploy without the constraints of terrain and weather.  The situation template is a doctrinal template modified to reflect the effects of terrain and weather on possible enemy deployment.  The situation map plots confirmed enemy unit locations.  The situation template and situation map can be merged by plotting suspected enemy units in doctrinal positions on the situational map;  suspected enemy unit symbols should be drawn with dashed lines,  confirmed enemy units with solid lines.  The TF Engineer and FSO should always be consulted when plotting suspected enemy obstacles or artillery positions.  The Situational Template/Map must include all items from Para. II-1-C- (3)-(d) above.


(9) Event Template.  The event template shows the following:



(a) Enemy Time-Phase Lines (TPL's)



(b) Named Areas of Interest (NAI's)


(10) Decision Support Template.  The S-2 input to the Decision Support Template is the following:



(a) Targeted Areas of Interest (TAI's)



(b) Enemy Decision Points (DP's)

NOTE: The Decision Support Template must be a product of the entire staff.

     D. SPECIALIZED IPB.  Certain situations and threats require specialized IPB procedure and products, and often expertise from outside the S-2 Section, as described below:


(1)  IPB in Operations Other Than War (OOTW).   Operations Other Than War include many different types of operations;  however, for the infantry the predominant is counter-insurgency, a tedious, man-power intensive type of warfare that relies heavily on Search and Attack Operations.  In a counter-insurgency,  it is very difficult to force the enemy into a decisive engagement.  Knowledge of the enemy's tactics and methods is crucial to finding objectives and applying the required amount of force to their destruction.  IPB in OOTW uses some different and quite distinct products, as described below:



(a)  Operations Graphics.  Operations graphics for Search and Attack Operations are different from those of "normal" operations.  After the battalion's sector of responsibility has been assigned, the sector must be broken down (based on terrain or other factors) into numerous smaller sectors for the companies to search and clear.  The sectors will each be given a code letter/number for easy reference.  The resulting ops graphics will resemble a "patchwork quilt" of these smaller sectors. (See Annex E for example).  The S-2 must be familiar with these graphics and this type of operation,  as he will be expected to "guide the S-3's hand" in directing the battalion's search effort (i.e., which zones to clear first and subsequently).  However, these ops graphics cannot be used without the following S-2 products, which are necessary for the S-2 to understand the current situation:



(b)  Population Status Overlay.  This overlay graphically shows areas where the population is pro-government, anti-government, or neutral.



(c)  Cover and Concealment Overlay.  This overlay is a type of specialized MCOO.  Instead of concentrating on trafficability, as a normal MCOO does, it concentrates on the ability of an area to provide cover and concealment from both aerial and ground observation.  It takes into account vegetation, urban terrain, caves, road/rail tunnels, mineshafts, buildings, etc.  It is important that this overlay specify whether an area provides concealment from aerial or ground observation, or both.  It must also show clearings in heavily vegetated areas that could be used to fire mortars or shoulder-launched SAMs.



(d)  Logistics Sustainability Overlay.  This overlay takes into account sources for food, water, medical supplies, ammunition, explosives, etc., in both built-up and rural areas.  It should be used with the Lines of Communication Overlay to determine how these supplies are delivered to enemy units.  It should plot suspected and confirmed enemy resupply sites (i.e.,  caches,  drop zones).



(e)  Lines of Communication Overlay.  This overlay should be used to both highlight LOC's on maps of the AO and to update the maps with newer LOC's discovered by examining recent imagery or debriefing patrols.  It must take into account all LOC's;  for example, in a MOUT environment, a sewer could be a LOC. 



(f)  Key Facilities and Targets Overlay.  This overlay identifies potential enemy targets in the battalion AO;  it can also identify possible ambush sites.



(g)  Situation Template.  The Situation Template is used to track the current situation, as in a "normal" operation.



(h)  Event Template.  The Event Template is used to depict where expected enemy activity may occur, and how the activity may be conducted. It uses NAI's and TPL's just as in a "normal" operation.



(i)  References.  The main reference for production of OOTW IPB products is FM 34-7, Appendix G.  This reference elaborates on all of the above products.  Its only drawback is that it describes the Situation and Event Templates as serving virtually the same purpose, which is counter- productive.


(2)  Air IPB.  Air IPB is conducted by the Task Force Air Defense Officer (ADO).  It should consist of a chart listing the types and describing the capabilities of available enemy aircraft;  photos of these aircraft;  and one overlay, showing the following:



(a) Air avenues of approach.  These generally follow easily recognizable lines of communication (LOC's), such as highways, railroads, or large rivers, while allowing for the influences of terrain relief or likely friendly ADA positions.



(b) Time Phase Lines.  These must be calculated for both fixed wing and rotary wing aircraft, and labeled as such.



(c) Likely enemy air targets (C2 nodes, log sites, convoy routes)



(d) Likely enemy air assault landing zones (LZ's).


(3) Chemical IPB.  Chemical IPB is conducted by the Task Force Chemical Officer (CMO).  It should consist of a chart listing available enemy chemical agents, and one overlay, displaying the following:



(a) Likely enemy chemical targets.



(b) Type agent likely to be used against each target (persistent/non-persistent).



(c) Weapons systems required to deliver chemical munitions to each target.



(d) Expected effects of weather on dispersion and persistency of each agent.


(4) Military Operations in Urban Terrain (MOUT) IPB.  In a MOUT environment, the S-2 must obtain or create a sketch of the city or area that the battalion is operating in.  The sketch should be enlarged as much as possible, and should contain the following elements:



(a) Building Numbering System.



(b) Key Terrain such as taller or significant buildings.



(c) Lines of Communication such as subways or sewers.



(d) Avenues of Approach.



(e) Time-Phase Lines.



(f) Building construction as margin information.

3. RECONNAISSANCE AND SURVEILLANCE PLANNING.  Good R&S planning is a critical part of good collection management, as higher level assets may not be available to cover the battalion's immediate area of operations.  Initial R&S planning and tasking are performed by the BICC OIC; the S-2 will later fine-tune the R&S coverage, as he will normally have a better grasp of the ground tactical plan due to his involvement in the staff planning process.

     A. R&S SEQUENCE.  After receipt of the mission,  the steps of R&S planning are as follows:


(1) Determine Initial Named Areas of Interest.  The number of NAI's must be manageable, and within the coverage capabilities of available assets.  If there are too many NAI's in the R&S plan, they will not be covered quickly enough, and will overtax the assets.


(2) Prioritize and Phase NAI Coverage.  As examples, during an airfield seizure with a follow-on mission, the most important NAI's will be those along possible enemy counter-attack routes.  These should be covered by the Scout Platoon initially. As soon as possible, the Scouts should be relieved by GSR Teams or AT vehicles from the AT Platoon, and the Scouts moved forward to recon NAI's designating possible ambush sites along friendly movement routes leading to objectives for the follow-on mission. During an air assault, the Scout Platoon should be inserted early to cover the objective and surrounding area; as soon as the battalion main body has arrived, debriefed the Scouts, and been guided to the objective area, the Scouts should be moved forward to cover possible enemy counter-attack routes.


(3) Determine R&S Assets Available.  (See Para II-3-B below; remember, anyone can perform R&S.)


(4) Issue Warning Order to R&S Team Leaders.


(5) Task and Brief R&S Team Leaders.


(6) Develop Commo Plan and Reporting/Debriefing Schedule.


(7) Coordinate R&S Plan with Company Commanders and FSO.


(8) Advise Bde S-2 of R&S Plan; Request Required Support.


B. ASSETS AVAILABLE: The following assets are those typically available to the Battalion S-2 during any given mission.  Their capabilities and employment characteristics are described.


(1) BN Task Force Assets



(a) Scout Platoon.




[1] Organization and Employment:





Platoon HQ (PL, PSG, 2-3 RTO's)





3 x Scout Squads (6 men)





1 x Sniper Squad (6 men)

      The Scout Platoon should not be assigned more than three (3) NAI's to cover at a time.  The Scout Platoon Leader will determine the assignment of his assigned NAI's to his squads.  No more than one NAI at a time should be assigned to a Scout Squad; the squad can be broken down into 2 x 3-man teams to conduct surveillance on the NAI if necessary, but teams should not operate independently of their squad.  The Sniper Squad has three 2-man Sniper Teams.  They can be used as Scout Teams if the situation requires it; the Scout Platoon Leader normally makes that determination.  Snipers can also conduct valuable surveillance during sniper missions,  and are a primary counter-reconnaissance asset.




[2] Equipment.  The Scout Platoon is equipped with 1 pair of binoculars, 2 x PVS-7, 1 x PVS-4, and 1 x PAS-7 per squad.  The Sniper Teams each have 1 pair of binoculars, 1 x PVS-7, 1 x spotter scope, and 1 x sniper scope. 




[3] Reporting Methods.  The Scouts will use the following four reporting  methods:





[a] SALUTE Report.  The standard report.





[b] SALT Report.  An abbreviated SALUTE report, used

initially when the situation is urgent.





[c] Scout Sketch.  The Scout Sketch is a system for transmitting an objective sketch over the radio by using a grid reference system.  (See Annex D-12.)





[d] Debriefing.  Uses standard debriefing format, when face-to-face contact is possible.



(b) Anti-Armor Platoon:  




[1] UAS-11.  The UAS-11 is a crew-served thermal optic system with a 10 km. range.  It can be used to cover enemy avenues of approach or other key terrain during periods of poor visibility, such as in fog or when illumination is minimal.  Two  systems are available in the battalion's AT Platoon,  and a third system is sometimes available from the I&S Platoon of the Bde CEWI Company.  Before employing a UAS-11, the S-2 must ensure that the air bottles and batteries it uses are available.



(c) Infantry Rifle Companies.  The rifle companies of the battalion are an important R&S asset that must not be overlooked. They have the following equipment available to them:




[1] PVS-4.  The PVS-4 is a passive, line-of-sight, telescope- type night sight that can be mounted on all small arms.  There are about 33 systems in each rifle company, and 3 systems in the Scout Platoon.




[2] PVS-7.  The PVS-7 is a passive, line-of-sight, goggle-type night sight.  There are about 60 systems in each rifle company, and 10 systems in the Scout Platoon.


(2) BDE Task Force Assets



(a) GSR Teams.  The Interrogation & Surveillance Platoon of the 1-25 MI Bn. has 3 x PPS-15 man-pack GSR's with a range of 3 km against vehicles/1.5 km against personnel. 





(b) REMBASS Team.  The CEWI I&S Platoon has one Remotely Emplaced Battlefield Sensor System (REMBASS) Team.  The team employs three different types of shoe-box sized sensors: Seismic Acoustic (SA), Magnetic (MAG), and Infrared (IR).  The team relies most heavily on SA sensors.  The REMBASS Team is normally airlanded with a cargo HMMWV, due to the large number of sensors required for most missions, but a portion of the team can jump in with a small number of sensors for some missions.



(c) LLVI Teams.  The Collection & Jamming Platoon of the 1-25 MI Bn  has 3 x Low Level Voice Intercept Teams, employs the PRD-12  Man-pack Radio Direction Finding Systems.  Normally these teams will remain under Bde control.  For certain missions, however, such as a one- battalion airfield seizure or air assault, 1 x LLVI Team, usually with a PRD-10, can accompany the Battalion Task Force to provide signal intercept and early warning of enemy reinforcements or other counter-actions.

4. COUNTER-RECONNAISSANCE PLANNING.  To conduct counter-reconnaissance planning, the S-2 must "turn the table".  He must imagine that he is the S-2 of an enemy unit trying to conduct reconnaissance on an objective that the Battalion is trying to defend, and place the enemy unit's available recon assets in the most advantageous locations possible.  He must then point out these locations to the S-3, who coordinates counter-measures.

5.  SECURITY

     A.  PHYSICAL SECURITY.   During mission planning,  whether in the battalion area or the TOC,  the S-2 NCOIC must ensure that guards are posted to restrict access to planning areas and that use of access rosters is enforced.

     B.  DOCUMENT SECURITY.  During mission planning,  the BICC OIC must ensure that all classified or sensitive documents are properly secured,  and when issued are numbered and signed for by their recipients in the Document Issue Logbook.  He must also ensure that burn-bags are positioned where needed,  and that classified trash is properly destroyed. 

SECTION III:  READINESS STANDARD OPERATING PROCEDURES  (RSOP)

1.  DEPLOYMENT PREPARATION:

     A. FIELD DESK PACKING LIST:  The field desk should be packed with the following list at all times.  It should contain critical manuals and supplies; it should not be stuffed with seldom-used publications or unnecessary pre-printed forms.  A second, duplicate field desk is kept in the Bn Field Trains for the alternate TOC.


(1)  REFERENCES



(a) FM 1-402

Aviator's Recognition Manual



(b) FM 34-2-1

Counter-Reconnaissance



(c) FM 34-3

Intelligence Analysis



(d) FM 34-7

IEW Support to LIC



(e) FM 34-130

IPB



(f) FM 100-2-1
Soviet Army Operations & Tactics



(g) FM 100-2-2
Soviet Army Specialized Warfare



(h) FM 100-2-3
Soviet Army Organization



(i) FM 100-20

Low Intensity Conflict



(j) FM 101-5-1
Operational Terms and Symbols



(k).


Northkorea Handbook


(2)  SUPPLIES & EQUIPMENT:



(a) Vu-Graph Transparencies (VGT's) (3 boxes)



(b) Copier and computer paper (3 reams each)



(c) Lined writing paper pads (10 pads)



(d) Computer fuses



(e) Alcohol pens (various sizes)



(f) Rubbing alcohol (Clini-Pads and 3 bottles)



(g) Ball point pens



(h) Pencils and pencil sharpener



(i) Stapler and staples



(j) Duct tape (3 rolls)



(k) Graphics templates (various)



(l) Protractors & straight edges (3 ea, with strings)



(m) Order of Battle markers for Situation Map



(n) Weather channel radio



(o) Briefing and status charts (in field desk lid)



(p) Lightening Flashes

     B. OTHER EQUIPMENT:  In addition to the field desk, the following equipment must be kept ready for deployment:


(1) Mapboards with attached charts


(2) Map/Overlay/Acetate carrier


(3) Radios (2x AN/PRC-119 and associated equipment)


(4) Lap-top computer and printer


(5) S-2 Logbook  (3 x copies)


(6) Document issue logbook (2 copies)

During DRF-1, the field desk and mapboards will be stored on HQ-2T in the ULACC.  The computer and map carrier will be loaded on HQ-2T during the 18- hour sequence.  The  BICC OIC, and RTO will carry the radios and logbooks in their rucksacks.   

     C. PERSONAL EQUIPMENT:  All section personnel will adhere to the DRF-1 Packing List (see Annex I)  for rucksacks, A-bags, and B-bags, and during Mission Cycle will store these items either in barracks rooms or the wall lockers provided in the Staff off-post personnel locker room.  In addition to the items on the DRF-1 packing list, all S-2 personnel will carry the following:


(1) Alcohol pens


(2) Clini-pads


(3) Appropriate map with plexi-glass lap board


(4) Copy of Annex B and enemy situation VGT's


(5) S-2 Field Handbook


(6) SOI (or extract with callsigns, frequencies, and OPSKEDS)


(7) Packet of 3"x5" cards (for briefing notes)


(8) Notepad and pens

2. N-HOUR SEQUENCE.  The N-Hour sequence is used to alert, marshal, and deploy the DRF-1 in 18 hours.  The actions and duties of the S-2 Section during a typical N-Hour sequence are as follows:

N-Hour

S-2:  Activate section alert roster.  Go to G-2 to collect all available

information.

NCOIC:  Notify HHC 1SG when all personnel are present.

ALL:  Check in at office, go to HHC to draw weapons and pro-masks.

(BICC draws S-2's weapon and mask).

N+1:00

BICC OIC:  Begin coordination with Bde S-2 for map issue.  Coordinate with Bde SIGO to disconnect designated telephones. 

NCOIC:  Ensure guards are posted at Battalion HQ, Company areas, and public telephones in the Battalion area.

BICC NCO:  Open and maintain S-2 Logbook.

RTO:  Issue access rosters to BN HQ guards.  Draw radios and SOI's.  Get exact time for commex.

N+1:15

S-2:  Arrive at Battalion HQ, brief and issue guidance to section.

BICC OIC:  Guide section through Intelligence Process; collect all available information and materials and prepare for dissemination; begin enemy situation data for Intel Annex; write initial RII's, maintain RII Log.

BICC NCO:  Focus efforts on production of visual aids for briefings and Annex B (VGT blow-ups of 1:24K and 1:50K maps, sketches, imagery, etc.) Post briefing aids in Bn War Room.  Prepare terrain data (MCOO) for briefing and Intel Annex.

RTO:  Prepare weather and light data for briefing charts and Intel Annex.

N+1:30

S-2:  Brief concise intel overview at Bn Cdr's update to Co Cdr's.

NCOIC:  Coordinate with Division CI for OPSEC sweep of Battalion area.

Monitor OPSEC in Battalion as companies prepare to move to the CMA.

N+1:45

S-2:  Depart for N+2 Briefing with Bn Cdr, S-3, FSO.

ALL:  Move POV's to storage site.  Use rotating sequence.

N+2:00

S-2:  Attend N+2 Briefing.  Begin writing applicable portions of Annex B and Warning Order.  Meet with Bde S-2 and G-2 reps after the briefing to ask as many questions as possible.

N+3:00

S-2:  Brief intel portion of Warning Order/Mission Analysis Brief.

NCOIC:  Sign S-2 safe over to RDC; give RDC final briefing.

ALL:  Prepare equipment and materials and move to CMA.

N+4:00

S-2:  Attend Brigade OPORD.

BICC OIC:  Continue preparation of Annex B to OPORD.

NCOIC:  Monitor OPSEC in the CMA; enforce sterilization, deception graphics.

N+5:00

S-2:  Update section and Scout Plt Ldr on weather, enemy situation, R&S requirements and available assets.  Continue staff planning.

BICC OIC: Conduct R&S planning.

ALL:  Continue preparation of Annex B to OPORD.

N+6:00

S-2:  Brief Intel portion of Battalion OPORD.

BICC OIC:  Brief R&S plan.

BICC NCO:  Assist in briefing.

NCOIC:  Contact RDC for OPSEC sweep report.

RTO:  Begin preparing airland equipment (computer, map carrier) for loading on HQ___.

N+8:00

S-2:  Brief current intel update to commanders.  Play enemy role at rock drill.

RTO:  Attend Bn COMMEX.

ALL:  Draw necessary equipment and supplies.  

N+12:00  Manifest call.  .

N+16:00  Intelligence dump (NOTE: Do NOT issue a Brigade S-2 Intel Update without reviewing it for accuracy first.)

N+17:15  Load time.

N+17:30  Station time.

N+18:00  Wheels up.

Actions taken in the above sequence may be performed earlier or later than the times indicated, as the situation dictates.  The actual deployment can be delayed up to six hours to enable the entire DRB-1 to be deployed. The N-Hour Sequence can also be preceded by an X-Hour Sequence, which provides additional planning time.  In that event, the entire DRB-1 could be deployed in the 18 hours of the N-Hour Sequence.

The N-Hour Sequence incorporates the Abbreviated variation of the Tactical Decision-Making Process.   (See Section II-1-C).

3. OPERATIONS SECURITY

     A. Sterilization of Personnel and Planning Areas (CMA)


(1) Sandtable / Briefing Aid Sterilization.  The S-2 NCOIC must ensure that all sandtables or briefing aids constructed in garrison for OPORD briefings are destroyed or secured for transport to the rear before the Battalion departs.


(2) Personnel Shakedown.  The S-2 NCOIC must ensure that the NCO chain in each company and Staff Element conducts a personnel shakedown to ensure that no mission-sensitive or classified material is taken forward from garrison.  This includes SOI's; radio operators should be using SOI extracts ("cheat sheets") instead of full SOI's, and the number of full SOI's taken forward should be kept to a minimum.  He must also ensure that leaders and RTO's are carrying the appropriate deception materials (see below).

     B. Deception Operations.  Deception operations are always valuable and often critical to preventing knowledge of friendly intentions from falling into enemy hands.  Deception operations can range from missions carried out by the Division Battlefield Deception Detachment (part of the 1-25 MI BN) to elements of the battalion executing a false insertion during an air assault.  There are several different types of deception operations that can be conducted by the S-2 Section, as described below:


(1) Graphics.  Deception graphics are something that can be easily produced and carried at all levels in the battalion; they are mission essential equipment for the Scout Platoon.  They can serve as a "safety net", in case any battalion personnel are captured, or they can be deliberately planted in an area where the enemy will find them.  In either case, they must be prepared in a believable manner.  The S-2 Section will produce the deception graphics for the TOC, and coach company leaders in their production at company and lower levels.  Descriptions of "believable" deception graphics for different levels of command in the battalion are described below:



(a) Battalion TOC.  It is of the utmost importance to have an emergency destruction plan for overlays, etc., in the TOC, in case it should come under attack and be in danger of being overrun.  However, to afford even greater protection to elements of the battalion, in addition to a destruction plan, deception graphics should be available to help misdirect enemy efforts.  In the TOC, these graphics should be on completely different overlays from any other battalion graphics, and stored separately for emergency use.  The deception graphics should portray the exact opposite of actual friendly intentions; however, care must be taken not to produce graphics that will direct enemy units into the AO of a neighboring friendly unit that is not expecting them.



(b) Company Leaders.  A Company Commander, Platoon Leader, or FO may not have the opportunity to destroy his maps and graphics before he is killed or captured.  For that reason, the version of deception graphics used at company level has to be different from those used in the TOC.  Maps of company leaders must have both real graphics and deception graphics at the same time.  The real graphics must be disguised; they should be mislabeled, and need not use proper symbols or colors.  For example, a platoon objective could be drawn as an aerial resupply LZ; a suspected enemy base camp could be drawn as a chemical attack site. The symbols used to disguise the real graphics should be dictated by the company commander and clarified for all of the company leaders using those graphics.  Deception graphics should then be added, again taking care not to use graphics that could direct an enemy unit into the AO of an unsuspecting friendly neighboring unit.



(c) Squad and Team Leaders.  The maps of squad and team leaders are similar to those of company level leaders, in that they must contain both real and deception graphics.  However, as they are smaller in scope, they are easier to disguise.  A squad leader can often label his friendly positions (resupply, link-up points, etc.) with small blue dots and enemy positions with red ones.  By using different, less-used colors, (for example, green for friendly, brown for enemy) and adding bogus dots to his map in blue and red, he could achieve the goal of deception, should his map be captured.  Again, the bogus graphics must not direct an enemy unit into the AO of an unsuspecting friendly neighboring unit.


(2) Radio Nets.  Deception radio nets are a vital safety factor which can throw off the enemy collection effort should a friendly radio and/or encryption device be captured.  Deception radio nets can be established in several different forms, to include unsecured (red) communications; secured (green) communications; or secured frequency-hopping communications, as the situation requires.  As a deception measure only, if no friendly radios have been captured, bogus nets may convince the enemy that at least part of the friendly frequency-hopping or secure communications capability is inoperable, and mislead his estimate of friendly plans.  As a safety net for captured radios, bogus nets may convince the enemy that he has intercepted a critical C3 node, and buy time to allow the real nets to be re-established on other frequencies and fills.  To establish a bogus radio net, the following procedures are necessary:



(a) Good radio procedures must be enforced to avoid enemy direction finding .



(b) A safe set of frequencies must be obtained from the BSO.



(c) The stations on the net must be established (Bde & Bn S-2 Sections, Scout 

                platoons).



(d) Stations must be briefed on procedures (reporting times, call signs, etc.), and on the deception plan (what is to be transmitted).



(e) Friendly RTO's should carry the deception radio net frequencies to throw off the enemy in case they are captured.

SECTION IV:    FIELD STANDARD OPERATING PROCEDURES  (FSOP)
1.   COMBAT OPERATIONS

      A.  TOC OPERATIONS.    The entire S-2 Section will normally work in the Battalion TOC,  where the intelligence process can best be performed. However, during some operations, as described below, the section will be split between locations, or operate in a modified TOC mode.


(1) Shifts. In the TOC the section will operate in two twelve-hour shifts.  The first shift will consist of the BICC OIC and the RTO; the second shift will consist of the NCOIC and BICC NCO. The S-2 will work during both shifts, resting when the opportunity arises.


(2) Duties.  While on shift, the following must be performed:



(a) Maintain Communications.  Monitor Bde and Bn O&I Nets, both HF and VHF.  (In the event of a break in communications, restoring the net is a first priority.)



(b) Record Combat Information.  Record incoming information and outgoing messages in the S-2 Logbook.  File incoming INTSUMS in the Report File.  File outgoing Requests for Intelligence Information (RII's) and replies in the RII File.  Update the Situation Map as soon as information becomes available.  Post updated information on the Weather & Light Data, Battle Damage Assessment, and R&S Asset Location Boards.



(c) Perform Analysis.  Continually update the estimate of the enemy's intentions and track the flow of the battle, paying special attention to Battle Damage Assessment (BDA) reports.



(d) Disseminate Information.  Information must be disseminated both to Battalion and Brigade level elements.  Reports to 2D Bde S-2 must be passed in the format and at the times shown in the 2D Bde C2 SOP (See Annex D for extract).  Information must also be passed to the oncoming shift during the Change of Shift Briefing, using the CoS Briefing Cards to ensure completeness.


(3) Mission Planning/OPORD Production.  During this process, the entire section is required on duty. (See Section II-1-C for the steps of the planning sequence.)


(4) Commander's Update Brief.  The S-2 Section must be prepared to update the Commander twice daily on the following:



(a) Weather and Light Data



(b) Enemy Significant Activities (SIGACTS)



(c) Enemy Losses

This data must be entered into the Commander's Update Book and onto the appropriate briefing slides or charts. The current Enemy Situation Map will also be used to brief Enemy SIGACTS.

     B. TOC DISPLACEMENT.  During TOC displacement, all TOC operations must continue uninterrupted.  To achieve this, a "Jump TOC", consisting of a C2 vehicle and representatives from the S-2, S-3, and FIST, is sent ahead to the next TOC site as early as possible.  The Jump TOC maintains command and control, intelligence flow, battle tracking, and fire support operations while the main TOC displaces.  The S-2 Section representative will normally be the S-2, but may be the BICC OIC if he is on TOC shift and is not able to adequately brief the S-2 before the Jump TOC departure time.  The S-2 will take 1 x copy of the logbook and a 1:50k map  with him in the Jump TOC.  The S-2 Section must secure all other materials for fast access at the new TOC site (critical maps and overlays in appropriate storage tubes; tubes and field desk kept accessible, not packed in the back of the TOC vehicles; field desk kept locked). 

 C. AIR ASSAULT.  During an air assault, the Commander, S-3, and FSO will be on the C2 helicopter.  The S-2 and A/S-3 should form a small TAC and move forward to the LZ on the first lift, providing an intelligence analysis capability and a redundant C2 node on the ground.  While in flight, the S-2 should have his AN/PRC-119 connected to the external antenna of the helicopter, and be monitoring either the Bn O&I or Cmd Nets (external antenna must be disconnected NLT 5 min. out from the LZ).  If necessary, the S-2 RTO can accompany the S-2 with the AN/PRC-104.

2.  SECURITY 
     A. PHYSICAL SECURITY.  When in the field, the S-2 Section is responsible for receiving the sensitive items report from all Battalion sub-units, to include slice elements.  The sensitive items report is due to Battalion at 0500 and 1700 hours daily, and to Brigade at 0600 and 1800 hours.

     B.  DOCUMENT SECURITY.   The BICC OIC must ensure that proper accountability of classified documents is maintained in the field,  especially during movement.  He must also ensure that the TOC emergency destruction plan is in place.

SECTION V:  TRAINING SUPPORT OPERATIONS

1. FIELD TRAINING EXERCISES

     A. SCENARIO PRODUCTION.  A training scenario and a realistic OPFOR are critical elements of any field training exercise.  Production of training scenarios is one of the S-2 BICC Section's most important functions.  The steps of production are as follows:


(1) The Commander or S-3 specifies the following requirements:



(a) Type and location of mission to be conducted



(b) Type of target or enemy force required



(c) Size of target or enemy force required



(d) Any other desired requirements (specific countries to be replicated, etc.)


(2) The BICC Section produces the scenario as follows:



(a) The BICC NCO writes the terrain data of Appendix 1 (Intel Estimate) to Annex B (Intel) of the FTX OPORD using the above guidance and information and products from the Local Training Area Target Folders.  (See Para. VI-4-A below.)



(b) The BICC OIC arranges for the OPFOR force IAW the above guidance and the requirements described in Para. IV-1-B below.  Taskings for OPFOR duty must be made through the S-3 NCOIC.  The BICC OIC then writes the enemy situation data of Appendix 1 (Intel Estimate) to Annex B (Intel) to the FTX OPORD.

     B. OPFOR SUPPORT


(1) Planning.



(a) Determining Size, Composition, and Tactics.  The S-3 must specify the desired size and type of the OPFOR element (i.e., a 30-man infantry platoon, a 4-tank armor platoon, a company supply point with a squad of guards, etc.) The S-2 Section will then determine the exact organization of the unit, the type of equipment it will possess, and the tactics it will use.



(b) Equipment and Supplies




[1] Uniforms, Insignia, and Dummy Weapons.  OPFOR uniforms, insignia, and dummy weapons can be obtained from the TSC Device Warehouse. The dummy weapons in stock include SA-7 SAM's and AT-3 ATGM's, live examples of which are not available from G-2, and RPG-7 AT rockets, which are easier to work with than the live version.  Various dummy small arms are also available, and can be used to establish weapons caches, etc., during field problems.  The S-2 Section Account No. is _____.  The TSC Account cannot be allowed to become delinquent, or this equipment will not be available.  The preferred method is for the BICC NCO to accompany the OPFOR Commander or NCOIC  to TSC,  and advise him on what  equipment to draw on the account of the unit providing the OPFOR.




[2] Radios & Batteries.  Radios and a sufficient quantity of batteries for the OPFOR must be requested from the Battalion BSO.  The request should be made as soon as the OPFOR tasking is received so that the BSO has time to work out the battery allocation.




[3] Vehicles.  Vehicles must be requested through the Battalion S-3 NCOIC, if the unit fulfilling the OPFOR requirement does not have any vehicles assigned to it.


(2) Command and Control.  The OPFOR element is best commanded by a leader from their normal chain of command.  The OPFOR Commander should be given as much freedom in his planning and execution as possible, receiving only requirements to fulfill during each mission, instead of choreographed directions.  The Battalion Commander or S-2 will then  adjust OPFOR missions from the TOC, according to the flow of the exercise.  The Commander may wish to assume total control of the OPFOR, in order to better exercise the S-2 Section; in any case, as few personnel as possible from the S-2 Section should have direct access to OPFOR mission requirements after the exercise begins.


(3) OPFOR From Other Units.  When the OPFOR element for a Battalion exercise is from another unit, a coordination meeting with the OIC or NCOIC must be scheduled as early as possible.  Extra emphasis must be placed on the signing of hand-receipts for accountability of equipment and ammunition.


(4) Battalion-level OPFOR Duty.  If the entire Battalion is tasked to serve as an OPFOR unit for another unit's EXEVAL, etc., the S-2 Section must prepare to operate as an OPFOR element.  Preparations include requesting an exact list of intelligence assets/sources available from the Bde S-2 or next higher headquarters, and also establishing a reporting system with that headquarters.  As intel sources will normally be minimal for the OPFOR, and as Blue Force units are being evaluated on their OPSEC, it is perfectly acceptable to resort to any "dirty tricks" that work.


(5) Brigade-controlled OPFOR.  In a multiple-battalion FTX, where the Brigade HQ is to control the OPFOR, the BN S-2 must ensure that all of the above procedures are being executed, or prepare to execute them himself as a contingency plan in order to meet the training standards for OPFOR support.

2. INTELLIGENCE AND SECURITY TRAINING

     A. FORMAL CLASSES.


(1) Country Briefs.  See Para. VI-3-A-(1) below, "Unclassified/Classified Mission Assumption Briefs".


(2) CTC Briefs.  Briefings on Combat Training Centers (JRTC, NTC, JOTC) are critical to the success of the Battalion at these centers. Briefings should begin no later than 60 days prior to the Battalion's deployment date, and should be accompanied by handbooks or other products that can be distributed for study by the troops.  A CTC brief is virtually identical to a country brief, and should be treated as such; the only real difference is that nearly all intelligence information is available, when the proper amount of research is done.  CTC files should always be kept updated, as new policies and procedures are often adopted.


(3) OPSEC Classes.  These classes train leaders and troops in proper operational security measures, to include topics such as sterilization and deception graphics.


(4) Individual Protective Measures Brief.  This briefing is given to personnel who are to travel overseas, whether for a PCS move, TDY, or leave. It gives instruction on how to avoid possible encounter with terrorists, criminals, foreign security services, or other threats.


(5) ISSO Classes.  Information Systems Security Operations classes teach computer operators in the battalion proper procedures under Army regulations for the use of computers.

     B. TRAIN-THE-TRAINER PROGRAMS.


(1) Vehicle Recognition Training.  Vehicle recognition training is best taught by Squad Leaders or Platoon Sergeants as "hip-pocket"  training. For that reason, the S-2 Section will normally only teach vehicle recognition teaching methods to these NCO's, and then supply them with the following necessary materials to teach the subject to a group of soldiers:



(a) Slide shows ( two copies of each maintained in the S-2 Reference Library)



(b) Jane's Recognition Books (for instructors only)



(c) Recognition cards (available from TSC)



(d) FM 1-402 (for all troops, when available)

     C. TRAINING FROM OUTSIDE SOURCES.


(1) 2D Bde S-2 Briefs.  The S-2 Section must always be aware of projects that the Bde S-2 Section is working on, to avoid duplication of effort; the Bde S-2 Section is usually available to present well-produced briefings or classes on subjects of interest.


(2) 1-25 MI BN Tactical Questioning Program.  Bilingual soldiers in the Battalion can be an indispensable asset in combat, if they are trained and employed properly.  The Counter-Intelligence personnel of C Company, 313 MI Bn can conduct their Tactical Questioning Program for these personnel, to make them a stronger intelligence asset.  The program does not train them to be full-fledged interrogators, but does train them to effectively gain information from EPW's or DPRE's that may be of immediate use to the Battalion.  The program is also excellent training for leaders, whether they are linguists or not.  (See Annex F).


(3) 1-25 MI BN Practical Demonstrations.  Personnel from C Company, 313 MI Bn can conduct practical demonstrations of all CEWI equipment that may be employed in the Battalion sector, and explain the capabilities, limitations, and support requirements of the various types of CEWI teams.  This training is especially good for leaders at all levels, who may be required to operate with or provide support to these teams during missions.

SECTION VI:  GARRISON STANDARD OPERATING PROCEDURES  (GSOP)
1. SECURITY

     A.  PERSONNEL SECURITY.

(1) GENERAL REQUIREMENTS.  Personnel security requirements are the duty of the S-2 RTO, who is also the section Personnel Security Clerk.  These include:



(a) Maintenance of the Security Rosters described below in Section 2. 



(b) Processing of Security Clearance Investigation packets (by appointment only). 



(c)  Processing of SCI Billet nomination packets.



(d) Briefing of personnel with new security clearances.



(e) Debriefing and clearing of personnel for PCS/ETS.

For further Information on personnel security matters, the BN S-2 should review the Personnel Security Handbook, which is maintained by the RTO/Personnel Security Clerk.


(2) MISSION ASSUMPTION REQUIREMENTS (DRB-1/DRF-1).  The following requirements must be met before the battalion assumes mission cycle or

DRF-1:



(a) ROSTERS REQUIRED FROM COMPANIES AND SLICE UNITS:




[1] Access Roster.  Must include the standard name line (to include clearance level) of personnel requiring access to the following locations:





[a] BDE & BN  HQ/TOC





[b] DRF-6 Duty Sites




[2] Foreign Linguist Roster.  Must include the soldier's name, his duty position, the language spoken, and his proficiency rating (high, medium, low is an acceptable scale).




[3] Foreign National Roster.  Must include the standard name line of all soldiers who are not United States citizens.



(b) ROSTERS REQUIRED BY BDE S-2:




[1] Battalion Access Roster.  Same as above, consolidated.




[2] Battalion Foreign Linguist Roster.  Same as above, consolidated.




[3] Battalion Foreign National Roster.  Same as above, consolidated.




[4] Battalion Clearance Roster.  Must include the name of every soldier in the battalion who holds a security clearance; his SSN; duty position; date his investigation was completed; and date his clearance was granted.  Updated monthly.


B. DOCUMENT SECURITY



(1) STORAGE OF CLASSIFIED DOCUMENTS AND SENSITIVE ITEMS



(a) Intelligence Documents.  Intelligence documents will be stored in Safe #1 in the S-2 Office, distributed as follows:

Drawer #1:  USEUCOM Country Studies/Target Folders

Drawer #2:  USSOUTHCOM Country Studies/Target Folders

Drawer #3:  USLANTCOM Country Studies/Target Folders

Drawer #4:  USPACOM Country Studies/Target Folders

Drawer #5:  Classified Manuals / Destruction Box



(b) Other Classified Materials.  Sensitive or high dollar value items, or any classified materials that are not intelligence documents will be stored in Safe #2 in the S-2 Office, distributed as follows:

Drawer #1:  G-3 OPLANS/CONPLANS / S-3 working papers / Classified Manuals / Personal classified documents

Drawer #2:  Unit Status Reports (Files and working papers)

Drawer #3:  S-2 computer equipment / STU-III Keys

Drawer #4:  Computer programs

Drawer #5:  Backup company armsroom keys / mailroom keys / IRC Cage keys in ammo cans


(2) TRANSPORT OF CLASSIFIED DOCUMENTS



(a) TRANSPORT IN GARRISON.




[1] Authorization.  Couriers transporting classified materials of any type in garrison must hold the appropriate security clearance and access, and have in their possession the blue courier card (DA Form ).  This card is issued by the S-2 Section, and authorizes the courier to transport materials classified up to collateral Secret level only.  Couriers who do not have this card on their person are at risk of being stopped during an Entry/Exit Security Check and being denied permission to leave the area they are in with the classified materials.




[2] Procedure.  Before leaving an area with classified materials, the courier must ensure that the materials are double-wrapped and accounted for IAW standard security procedures.  Upon arrival at his destination, he must ensure that the appropriate security measures are in place before unwrapping the materials.  If the materials will not be departing the area with the courier, he must ensure that appropriate storage container is present, and that someone who can open the container is available.



(b) TRANSPORT TO FIELD SITES.




[1] Authorization.  Same as above.




[2] Procedure.  A courier transporting classified materials to field sites must ensure that while in transit the materials are double-wrapped, secured in an appropriate container (rucksack or map case), and constantly within arm's reach or secured by another soldier with clearance and access.  At the field site, the classified materials must constantly be in use, on the person of a soldier with clearance and access, or stored in a field safe with a 24-hour guard.


(3) DESTRUCTION OF CLASSIFIED DOCUMENTS



(a) Methods.  Paper products will be destroyed at the Schofield barracks Main Destruction Facility.  Plastic products cannot be destroyed at this facility, and must be burned in the unit area.



(b) Intelligence Documents.  All outdated classified intelligence documents will be destroyed after any data of major historical value has been extracted from them and entered into the appropriate country file/target folder.



(c) Operations Documents.  Classified operations documents in the following categories will be destroyed:




[1] Unit Status Reports that are over two years old.




[2] Outdated OPLANS/CONPLANS, when updated editions are received.




[3] Any other outdated operations documents will be destroyed after 


                 authority is granted by the Battalion S-3.


C. PHYSICAL SECURITY


(1) MISSION CYCLE/OUTLOAD SUPPORT BATTALION REQUIREMENTS



(a) DRF-1.




[1] ULACC Security.  While the Battalion Task Force is on DRF-1, its priority vehicles are stored in the Unit Loading Area Control Center (ULACC) behind the 3D Bde HQ Building.  While the vehicles are in the ULACC, a 24-hour guard force must be maintained.  The force consists of one Sergeant of the Guard, who is on duty for 24 hours with the SDNCO, and eight guards, two of whom are on duty at all times, working in two hour shifts. In the event of an alert, the guards remain on duty until the ULACC is emptied.  Duty for the guard force rotates among the companies, and is tasked through the S-3 NCOIC. (For more detail, see the Sergeant of the Guard Handbook.)




[2] Alert Procedures.  If the Battalion is alerted while on DRF-1, the Battalion HQ Building must immediately be secured by Staff Duty

personnel until the Battalion HQ Detail (two soldiers) arrives.  A Battalion Access Roster will always be kept at the Staff Duty desk while the Battalion is on DRF-1.  Company areas must immediately be secured by CQ personnel until relieved by the Company First Sergeant or a designated guard detail.



(b) DRF-3.  During DRF-3, if the DRB-1 Headquarters is alerted,  the battalion must provide three soldiers to secure the 2D Bde HQ Building. This requirement must be tasked through the S-3 NCOIC.



(c) DRF-6.




[1] Preparation.  During DRF-6, the S-2 Section serves as the Guard Command Post.  Before assuming DRF-96 the S-2 NCOIC must ensure that the companies are tasked for DRF-6 guard details through the S-3 NCOIC. (See Annex J for a listing of guard posts and required posting times.) He must also coordinate for a cargo HMMWV to be tasked to the S-2 Section for the posting of guard details.




[2] Execution.  If the Battalion is alerted while serving as the Outload Support Battalion (DRF-6), the S-2 and BICC OIC alternate as the Officer of the Guard (OG) and the NCOIC and BICC NCO alternate as the Sergeant of the Guard (SOG).  The RTO will serve as a Bn HQ driver.  The Section must ensure that the guard details are in place by the required times.  The SOG must ensure that the guard details are in the proper uniform for the type of weather to be encountered; that water, meals, and coffee are delivered to the guards, and that a rest plan is in effect.  The OG must maintain contact with the DISCOM S-2 at the Deployment Control Center (DCC), and take turns making guard checks with the SOG until the DCC relieves the DRF-6 from its duties.


(2) OTHER DEPLOYMENT REQUIREMENTS.  For any off-post deployment, the Battalion Staff will publish a Memorandum Of Instruction (MOI); the S-2 Section is responsible for Annex B to the MOI, which gives instructions on physical security procedures for both deploying elements and the reardetachment.  Example formats are on file in the S-2 Reference Library.


(3) GARRISON REQUIREMENTS



(a) Armsroom and Sensitive Item Security.  Armsroom and sensitive item security is the responsibility of Company Executive Officers.  The S-2 NCOIC is the principle advisor to Company Executive Officers and their armorers on these procedures.  He must check the company armsrooms at least once per month to ensure that proper accountability and security systems are being used.



(b) Headquarters and Barracks Security/Crime Prevention.  Barracks security and crime prevention are the responsibility of Company First Sergeants.  Security and crime prevention in the Battalion Headquarters is the responsibility of the S-3 NCOIC.  The S-2 NCOIC is the principle advisor to 1SG's and the S-3 NCOIC on these procedures, which include key control.  The S-2 NCOIC does not need to inspect these areas regularly,  but should inspect them before scheduled inspections or mission cycle assumption.

     D.  INSPECTION PROGRAM  REQUIREMENTS


(1) COMMAND INSPECTION PROGRAM (CIP).  A CIP Inspection may be conducted at battalion, brigade, or division level.  The S-2 areas of responsibility that will be inspected include S-2 Section operating procedures (intelligence operations and training, document and personnel security) and physical security and crime prevention throughout the battalion.  The CIP inspection checklist for the S-2 Section can be found in the Division CIP Handbook.


(2) OPERATIONAL READINESS SURVEY (ORS).  The Operational Readiness Survey is conducted to determine if a battalion is prepared and capable of assuming DRF-1.  In the S-2 Section's area of responsibility, the ORS inspects physical security requirements only.  The standards are the same as for the CIP.


(3) COURTESY INSPECTIONS.  The S-2 NCOIC may coordinate for courtesy inspections from the 2D BDE Security NCO or higher echelons, if requested by commanders.

2. SECTION PROFICIENCY TRAINING

     A. 96B MOS TRAINING


(1) Section Internal.  96B MOS Training Schedules must be submitted to the HHC Commander each week as part of the Battalion Low Density MOS Training Program.  Section 96B MOS training must be conducted once per week, and should be conducted twice, if possible.  During training periods, a notice should be placed on the door of the S-2 Office stating that the office is closed for training and at what time it will re-open.  96B MOS training can include a review and practical exercise in any topics taught in the 96B AIT Course, or it can be on advanced topics, such as R&S Planning, that are not taught in the course.  Results of the training are submitted to the HHC Commander upon its completion.

B. SECTION INTELEX.  The S-2 Section should periodically conduct its own Intelligence Exercise to maintain skills used in tactical operations. (Support Cycle is a good time for it.)  During the Intelex, the BICC OIC should serve as the acting S-2, and the S-2 himself as a coach/evaluator (since he should also write the scenario).  The Intelex should exercise as many systems as possible, and can serve as a basis for a good training proficiency evaluation.

C. TRAINING WITH RECON AND SURVEILLANCE ASSETS


(1) Scout Platoon Integration.  Cross-training with the Scout Platoon is essential to having an effective S-2/Scout working relationship.  The S-2 Section and Scouts must understand each other's Mission Essential Task List (METL), organization, and methods in order for the Scouts to receive missions they are capable of and for the S-2 Section to receive the information it requires to keep commanders informed.  Specific topics for training can include:



(a) S-2/Scout Familiarization



(b) Reporting methods




[1] Scout Sketch




[2] TIRS Systems



(c) Communications




[1] Use of PRC-104 Radio and KL-43 Encryption Device




[2} Field Expedient Antennas



(d) Sniper Employment



(e) Terrain Models/Blow-up Sketches



(f) OPFOR Weapons


(2) CEWI Integration.  Integration of CEWI assets into S-2 Section training is difficult, as they are part of another battalion.  The best answer is to schedule conferences with the CEWI Company Platoon Leaders to learn the capabilities and support requirements of their teams.  Afterward, every attempt should be made to include CEWI assets in Battalion exercises.

3. INTELLIGENCE DISSEMINATION

     A. MISSION ASSUMPTION BRIEFINGS


(1) Types and Content.



(a) Unclassified with OPSEC/SAEDA (All Troops).  This briefing is presented to the entire Battalion Task Force as part of the Battalion Mission Assumption Briefing, which will include presentations by the Battalion Commander, CSM, S-1, Chaplain, S-3, and the 2D BDE JAG Officer. The S-2 portion of the briefing is broken into two parts.  The first part is the "Hot Spot" Brief, which presents an abbreviated country brief and summarizes current events in the major conflict areas of the world at that time.  The second part is the OPSEC/SAEDA brief, which is normally abbreviated (by MI Branch standards), due to the fact that it is required by regulation only once per year, while the Battalion will assume mission cycle several times in an average year.



(b) Classified (E-7 and above).  The Battalion Commander may direct that a classified mission assumption brief be presented to the senior leaders of the battalion following the unclassified brief.  This brief is presented by the S-2 Section only; it does not include presentations by other staff sections.  The brief is a more in-depth examination of one or more "hot spots", including such factors as order of battle, recent imagery, and applicable friendly OPLANS/CONPLANS.  Companies may also request this brief for personnel with clearance and access.



(c) Family Support Group OPSEC/SAEDA.  The Family Support Group Brief presents OPSEC/SAEDA considerations only, stressing the role of the Battalion Rear Detachment Commander and points of contact to report possible SAEDA attempts.  


(2) Format/Other Requirements.



(a) Format.  OPSEC/SAEDA briefs follow a standardized format which may be abbreviated.  The Battalion Commander directs which conflict areas will be presented in a "hot spot" brief, and approves the content of the brief prior to its presentation to the Task Force.  The "hot spot" brief should follow the below format:




[1] Geographical location




[2] Terrain orientation




[3] Climate




[4] Population (culture/religion)




[5] Political situation




[6] Military situation




[7] Recent significant events

Since the classified "hot spot" brief is normally presented after the unclassified variant, items 1-4 can be quickly reviewed before the classified materials are presented.



(b) Other Requirements.  All briefs will be presented using two video screens and overhead or slide projectors.  One screen will be used to show maps and terrain products, and the other to show commentary slides (in bullet format).  If the brief is presented in a large auditorium (e.g., SGT Smith Theater), a public address system must also be arranged for.

     B. CURRENT CLASSIFIED READ FILE ("BLACKBOOK" PROGRAM).  

As current classified intel updates are received from 3D BDE S-2 or other sources, they are filed in the current classified readfile, or "Blackbook".  The "Blackbook" is circulated among the Battalion Command Group, S-3, and Company Commanders every week.  (It is one of the duties of the company intelligence sergeants to notify the S-2 Section of convenient times for commanders to review the file.)  After one week the materials are transferred to the appropriate country file/target folder or destroyed, as appropriate.

     C. UNCLASSIFIED INTEL UPDATE ("THE WORD").   "The Word" is published by the BICC Section every two weeks.  It is a compilation of unclassified information from publications not normally available to soldiers in the battalion, examples of which are listed below:


(1) For Your Eyes Only


(2) Jane's Defense Weekly


(3) Jane's Intelligence Review

     D. WEATHER AND LIGHT DATA UPDATE


(1) Frequency.    In addition, periodic weather updates and projections must be supplied to any battalion elements in the field.  Daily light data should be included with all weather reports. Weather and light data is also an integral part of Annex B to all OPORDs.


(2) Sources.  Current weather data and a weather projection for the following 48-72 hours are produced by the USAF Weather Station at Wheeler AAF by 0600 Mon.- Fri.  This report also contains light data for each day. The report is picked up by the S-2 RTO and sent to subordinate units; times for receipt of the report at the battalion SDO desk vary greatly.  If the report does not arrive before 0615 hrs, the S-2 RTO is responsible for calling the USAF Weather Station to obtain the information.

The telephone numbers are:    Simmons AAF WX:  396-7100





396-4282/2994 (Recording)





Pope AFB WX:  5-394-4186





82 Abn Div SWO:  396-3914/9819

Weather information obtained by telephone will be recorded on the Battalion Weather Report for distribution (see Annex C-4.)

4. REFERENCE LIBRARY MAINTENANCE.

     A. LOCAL TRAINING AREA DATA (BLUE BINDERS).


(1) Areas On File.  Keeping updated data on local training areas on file makes writing training scenarios much easier and faster.  The data on each area should be kept in a target folder, as described in Para. 2-B below.  The areas that should be kept on file, as a minimum, are:


(2) Target Folders.  Target folders should contain the following materials:



(a) Maps of the training area (1:50K & 1:24K scale)



(b) Imagery of the area, with as many extra copies of photos as possible



(c) 8-1/2"x11" IPB overlays of the area (as issued with OPORD's)



(d) Sketches of target sites in the area (as issued with OPORD's)



(e) One copy of the last Annex B to an OPORD written for training in that area



(f) Computer disk containing numerous Annex B files that can be quickly updated

     B. COMBAT TRAINING CENTER DATA (JRTC, NTC, JOTC) (RED BINDERS).


(1) Fictional Country Files.  As in Para. VI-4-C- (2) below.


(2) Target Folders. As in Para. VI-4-A- (2) above

     C. WORLD-WIDE AREA OF INTEREST DATA ("HOTSPOTS") (BLACK 


BINDERS).


(1) Country Studies (Unclassified).  Unclassified hard-cover country studies are available through the Army Publications system.  These should be kept for recurring "hot-spots", or other areas the Battalion could potentially deploy to.


(2) Country Files (Classified).  A country file should contain that nation's order of battle, tactics data, historical files of any significant military or political events, and any other significant current events.  It should not contain materials listed for inclusion in target folders.


(3) Target Folders (Classified). As in Para. VI-4-A- (2) above.

      D. OTHER INTELLIGENCE TRAINING REFERENCES


(1) Vehicle Recognition Program.  Materials for the vehicle recognition program should include the following:



(a) At least two binders containing 35mm slides broken down into categories 
                           (armor, APC's, artillery, etc.)



(b) As many Jane's books (and extra copies) as can be obtained.



(c) Expendable training aids from TSC (flash cards, posters, etc., kept in OPFOR                               wall locker.)



(d) As many copies of FM 1-402 as can be obtained (kept in OPFOR wall locker.)

     E. INTELLIGENCE AND RELATED FIELD MANUALS


(1) One copy of each field manual in the FM 34-series should be maintained in the S-2 reference library (NOT the field desk!).  These FM's should be replaced by updated editions when available.


(2) One copy of any pertinent field manuals from other series should be added to the reference library.  The FM 1-, 5-, and 100-series contain valuable references for the S-2 Section.

     F. APPLICABLE REGULATIONS AND SOP's


(1) One copy of each Army Regulation from Series 190, 191, and 380 should be maintained in the reference library and replaced when updated.


(2) The following SOP's must be kept on file:



(a) 2D Bde TACSOP



(b) 25 ID RSOP



(c) 25 ID Security SOP



(d) 25 ID NEO Handbook



(e) 2D Bde C2 SOP



(f) 2D Bde Security SOP



(g) 1-27 TACSOP



.

5. MAP ORDERING, STOCKAGE, AND DISTRIBUTION

     A. ORDERING PROCEDURES.


(1) Orders From Battalion Subunits.  Company Intelligence Sergeants must submit map orders to the BICC NCO no later than 31 days prior to the date the maps are required.  The ordering form used is a copy of the SF 344 (see Annex K).


(2) Orders To Brigade S-2.  Map orders to 2D Bde S-2 must be submitted by the BICC NCO no later than 30 days prior to the date the maps are required.  The ordering form used is the SF 344.

     B. STANDARD MAP STOCKAGE


(1) Military Maps.  10 copies of 1:24K and 50 copies of 1:50K maps of the following US Army installations should be kept in stock to prepare for an off-post Emergency Deployment Readiness Exercise (EDRE):



(a) Ft. Stewart, GA



(b) Ft. Campbell, KY



(c) Ft. Benning, GA



(d) Ft. Pickett, VA



(e) Ft. A.P. Hill, VA



(f) Camp Blanding, FL


(2) Atlases.  Two different types of Atlases are kept in the S-2 Reference Library; besides the normal Atlas, there is the CIA World Factbook, a more detailed reference that is updated each year.  The CIA also publishes the World Factbook Supplement, a classified document that contains order of battle data for all countries listed in the World Factbook.


(3) CIA Country Maps.  CIA country maps are standard notebook-size mapsheets (8-1/2"x11") of virtually every country and special interest area in the world.  They are valuable for producing briefing slides and other reference products.  Two volumes of these maps are kept in the S-2 Reference Library.  The maps can be reordered through 2D BDE S-2.

     C. MAP DISTRIBUTION


(1) Distribution Policy.  The Battalion map distribution policy is designed to ensure that maps are distributed down to Team Leader level whenever possible.  The policy details issue of maps for a deployment and the annual issue of  Oahu maps.  The policy was distributed on 15 Nov  94, and is included in this SOP as Annex L.


(2) Special Training.  In circumstances where special training is being conducted, such as when the Battalion is participating in annual Expert Infantry Badge testing, it will sometimes be necessary to order more Schofield maps than the normal annual issue.  Before this is done, the exact training area to be used must be determined.

6. SECTION OFFICE POLICIES

     A. GARRISON DUTY HOURS:

Reporting time:  0630 in HHC Company PT formation (RTO must obtain and distribute weather and light data prior; S-2, NCOIC must attend any required meetings).

Physical Training:  0630-0730 (or until complete).

Showers & Breakfast:  0730-0900 (adjusted if PT runs past 0730).

Morning duty hours:  0900-1200

Lunch hour:  1200-1300 (adjusted as duty hours dictate).

Afternoon duty hours:  1300- NLT 1715 

     B. "SMART BOOKS".  Each member of the S-2 Section is required to carry a Section "Smart Book" at all times.  The "Smart Book" contains the following items as a minimum:


(1)  Staff Callout Roster


(2)  S-2 Frequently Used Phone Numbers List


(3)  Company Intelligence Sergeants Roster


(4)  Battalion Long-Range Training Calendar


(5)  Weather and Light Data for the current year


(6)  DRF-1 Packing List


(7)  G-2 OPFOR Weapons Request Form and OPFOR Ammo DODIC Numbers list

Each member may add any other items he deems important in the execution of his duties.

     C. "IN" BOXES.  Each member of the S-2 Section will maintain an "In" box on his desk.  Daily tasking and other items to be acted on or read will be placed in the "In" box.  No other materials will be placed in the "In" boxes. The NCOIC will ensure that all "In" boxes are clear at the end of the duty day.

     D.  READ FILES.  A readfile (manila folder with a red border) will be kept at the top of each "In" box.  Information that is urgent or that comes in later in the duty day will be placed in the readfile and centered on that S-2 member's desk to ensure that the information is not overlooked.

     E.  END-OF-DAY CHECKS.  The NCOIC or his designated representative will ensure that all end-of-day security checks are performed and annotated on Form SF701,  posted next to the office door.  At this time he will also ensure that regular and correct use of the Form SF702, Security Container Check Sheet, is being enforced.

     F.  MEETINGS.  Attendees at meetings are as follows:


(1)  Command and Staff (Thur., 1400 hrs): S-2


(2)  Training (Mon., 1400): S-2


(3)  Training Support (Tues., 1500 hrs): BICC OIC


(4)  HHC Platoon Sergeants (Daily) NCOIC

Looking for more documents like this one? AskTOP.net 
Leader Development for Army Professionals

      


